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Visa Sets Global PCI D55 Deadlines

Data Security Compliance Reguirements Aligned Across Visa Regions

(1.10.2010
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MERCHANT VALIDATION RECGUIREMENTS

Alignment of Merchamt Levels and PCI DSS Validation Requirements

Acomprehensive set of international security requirements for safeguarding cardholder data, PCIDES was
developed by Visa along with the four other founding payment hrands ofthe PCl Security Standards Council.
Compliance is required of all merchants and any entity that stores, processes ortransmits cardholder data.
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Step by Step Implementation for Members

Educate yourself on PCI DSS
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Map out data flow
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Identify third parties
* your own
* your merchants
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Within the Visa International Operating Regulations, Visa has specified that all acquiring banks must

be compliant.

Acquirers are also responsible for ensuring that:
All of the merchants they represent are compliant

All third parties are compliant

* |dentify your Merchants
for each validation level
* Determine how they store data
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Review your systems and conduct
gap analysis

Report to Visa
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implement remediation
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compliance validation




1T-COMPANY

gtcj HdzwWw Mistsd diisMmis: Mistslse jJ IsMisc
Stec Odzd LTAYPPRO SO G SH.

ZIstcOW dz" J Qez&yd g L0 @ dzyg H j dz
sls 2 SsHddz OC C Oz dzls

l sfmdzj HInNlse d W

= TIX i 17 (118) oRdzds
2= Hartland - 12.6 (250) 30208, pymmnscs
- CardSystems i B O dz€ e sls | @ WrSide |




leTq &
COOTBE




PCIDSE wino@sb,, mented 0 2 d@TQEr

L g
1T-COMPANY

BN jGtsdzd yJj Blsg B 159 dEfd22¢0
jJekzdvcdBjjiesf cdw i gwW sSHHJ toy Oda
Slse J Isilseo dw

= QSA-OkzHdIs

< ls j figls tetsdzd € dets o j dzd J

-9 dz] N dejojdzlz Is tc | Gz glzd tets 9 O dzd J

< Bs dzd Is 5t dizize H | dzls 5 ©

By pglptclzH dzd € 59

== é




/
PCI DSS Russia

CDET tsB dzOfg I©9'h  Is

The PCI DSS security requirements apply to all system components.
NAnSystempon aradedned as any network component, server, or
application that is included in or connected to the cardholder data
environment.
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Milestone Goals
Remowve sensitive authentication data and limit data retention. This

Milestone
1 2 3 4 5 6

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

PCI DSS Requirements

1.1 Establish firewall and router configuration standards that include the 6
following:

1.1.1  Aformal process for approving and testing all network connections
and changes to the firewall and router configurations

1.1.2  Current network diagram with all connections to cardholder data, 1
including any wireless networks

1.1.3 Requirements for a firewall at each Internet connection and between 2
any demilitarized zone (DMZ) and the internal network zone

1.1.4 Description of groups, roles, and responsibilities for logical 6
management of network components

1.1.5 Documentation and business justification for use of all services, 2
protocols, and ports allowed, including documentation of security
features implemented for those protocols considered to be insecure

1.1.6 Requirement to review firewall and router rule sets at least every six 6
months
1.2 Build a firewall configuration that restricts connections between untrusted 2

networks and any system components in the cardholder data environment.

1.2.1  Restrict inbound and outbound traffic to that which is necessary for
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== CIS (nttp:/icisecurity.org)

== NSA/CSS Security Configuration Guides

(http://www.nsa.gov/ia/guidance/

security_configuration_guides/index.shtml)
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