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Il JLsf Omdesmis! { to Attack Vector
Looking deeper into hacking activity, it

is apparent that the bulk of attacks
continues to target applications and
services rather than the operating
systems or platforms on which they
run. Of these, remote access services
and web applications were the vector
through which the attacker gained
access to corporate systems in the
vast majority of cases. While network
devices do sometimes serve as the
avenue of attack, it was considerably
less often in 2008.
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Asset _ Asset Group % of Breaches _ % of Records

@ Online Data 32% 6%
Catabase server Online Data 30% 75%
@ Online Data 12% 19%

Online Data 10% 0.004%
File server Online Data 8% 0.1%
Public kiosk system Online Data 2% 0.4%
Authentication / Directory server Online Data 2% 0.1%
Backup tapes Offline Data 1% 0.04%

Documents Offline Data 1% 0.000%
Vibrkstation End-User System 8% 0.01%

Laptop End-User System 4% 0.000%

PIM Entry Device End-User System 2% 0.004%
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Incident Response — Investigative Conclusions

Types of Data at Risk

>> Other — 24
* Authentication Credentiats (< 1%0)
« Financal Information (< 1%)
« Other Sensitive Data (< 100)

Banaltion company dala 7% * Heaith Care {<19%)

\ >> Payment Card Data (98%)

Non- Payment Cartl Informstion 5%

Itulloctusl Popenty A%

Payment Card Information 85%

PiTrustngg 4

Typms of data stolen from the arganisations Invastigated,
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Verizon: Trustwave:

Builld and Maintain a Secure Network Compliance
Aequirement 1: instalznd maintzin 2 fiewall configurationto paotectdata. e i
Fequirement 2 Da nat use vend or-supipliedd efzults for gysiem ossvwonds and gther securitv oarameters 4

Protect Cardholder Data

Requirement 3- Paotectstored data ReqUirement 6: f11%

a4 0
|

fequrement & byt transmissan ofcardhoiderdate ang 0 picr : 83.64% O /0

Maintain a Vulnera bility Management Program 5 A]

Requirement 5 Us and regularly update A e

Aequirement & Develop 2nd maintzin secune gysiems 2nd 2| -

Implament Strang Access Contrel Measurnes

25.45%
Aequirement 7: Restrictacoeecta deta by business need-to-know. 4% fi
Requirement & Assign & ungue ID ta sechperson with computer sccess. 1%
S Resstr rd halider data. 435 00%
Aequirement ictphysical scoess ta rdhal ta a [ 000%  1g2
Regularly Manitar and Test Netwarks = ol -E;’
8 v
Aequirement 1¢tTrack 2nd manitar al 2ccess ta netwark nesoures 2nd card halder d2ta. L PCIDSS Requiremant Number. >
Requirement 11: Asgulasy test sscurty systems andprocesses 4%

Maintain an Information Security Policy The parcentage of individual PCI DSS Requiraments met ovarall by organisations suffering cardholder data breaches.

Aequirement 12 Maintzin 2palicy thetad drecces information security | 4%
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PCI App Security: Who's Guarding the Data Spomsored ke

Fastest Flash PCle SSD
Bank? 120,000 IOPS, 450 GB SLC Flash for servers and
workstations

W ramsan. com/Ramsan-20
e wibissk 3 hiacker "where 15 the money?" They will tell vou: behnd and

v e lwithin tHe noarly written and poory profected banking and &-

hacking . )
wners o tOMMerce software applications,

Targer nanking and e-commerce appicatons, 5o, amnaugn
rgeted infrastructure has changed, not much else has really — et
nged from a threat perspective since Willy Sutton robbed banks., love what you buy
Ask a hacker "where is the money?" They will tell you: behind and

within the poorly written and poorly protected banking and e- i
commerce software applications. Which eell PhOIIe

should I buy?

Compliance strategies for PCI's new application security
requirem

The list of threats and their calamitous consequences targeting
banking and payment applications is seemingly endless, Identity theft, 1 :E:E
data leakage, phishing, SQL injection, worms, application Denial of Find out at

Service (DoS) attacks, and botnets just scratch the surface, but these

ConsumerSearch.com

L e emsaal
%

http://pcworld.about.com/od/webbasedapplications/PCIl-App-Security-Who-s-Guardi.htm
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Application security is at the
heart of the Payment Card
Industry (PCI) security
standards and requirements.
In the last few years, data
breaches have resulted in
hundreds of millions of data
records being
compromised. In most of
these cases, the firewalls
worked, the encryption
worked, the logging worked,
but the application
contained security holes
which obviated much of the
security. It's like barring the
front doors to the bank and
leaving a back window open.

http://[pcworld.about.com/od/webbasedapplications/PCIl-App-Security-Who-s-Guardi.htm
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Rangyai Island »

Region Thailand, Asia
Price S $160,000,000 $°
Status  for sale @ REGIONALTINFO
=ize 110 acres
Location  East of Phuket
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Trustwave: [ s dyd M dJ h de ¢ (Breakdown of the Miscellancous Category

Penetration Tests — Top 10 — Application 1% 4%,

Rank [ Vulnerablility Name Circa | Attack Difficulty | OWASP (2010) 300/0
1 1998 Al

SQL Injection Medium
2 Logic Fiaw 1985 Easy None
3 Autharization Bypass 1997 Easy A3
12%

4 Authertication Bypass 1960 Easy Ad[A7

5 Session Handling 1997 Medium A3

6 Cross-Site Seripting (XXS) 2000 Hard A2

7  Vulnerable Third-Party Softwara 1960 Medium Ab

22%

8  Cross-Site Request Forgery (CSRF) 1988 Hard AS 0
9 Browser Cache-Reiated Flaws 1998 Medium None

10  Verbose Errors 1980 Medium None
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