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ʅʘ ʣʠʮʦ ʛʣʦʙʘʣʴʥʘʷ ʪʝʥʜʝʥʮʠʷ.

ʇʦ ʜʘʥʥʳʤ ñVerizon 2009 Data Breach Investigations Reportò

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

Attack Vector

Looking deeper into hacking activity, it 

is apparent that the bulk of attacks 

continues to target applications and 

services rather than the operating 

systems or platforms on which they 

run. Of these, remote access services 

and web applications were the vector 

through which the attacker gained 

access to corporate systems in the 

vast majority of cases. While network 

devices do sometimes serve as the 

avenue of attack, it was considerably 

less often in 2008.

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf
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Åʇʦ ʜʘʥʥʳʤ IBM X-Force ʚ ʙʘʟʝ ʧʦʨʷʜʢʘ44000 

ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʨʘʟʣʠʯʥʦʤ ʇʆ ʥʘ 2009 ʛʦʜ

Åʀʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʮʝʥʪʨ DSecRG ïʦʙʥʘʨʫʞʝʥʦ 

ʧʦʨʷʜʢʘ 150 ʫʷʟʚʠʤʦʩʪʝʡ ʟʘ 2009 ʠ ʧʦʨʷʜʢʘ 250 

ʫʷʟʚʠʤʦʩʪʝʡ ʟʘ 2008

Åɺ ʤʠʨʝ ʜʝʩʷʪʢʠ ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʠʱʫʪ 

ʫʷʟʚʠʤʦʩʪʠ

Åʆʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʝʟʘʚʠʩʠʤʳʭ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ

http://dsec.ru/press_releases/?news_id=187

http://www.risspa.ru/ibm_midyear_security_report_2009

http://dsec.ru/press_releases/?news_id=187
http://www.risspa.ru/ibm_midyear_security_report_2009
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ʇʦ ʜʘʥʥʳʤ Verizon 2009 Data Breach Investigations Report

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf
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http://www.blackhat.com/presentations/bh-dc-10/Percoco_Nicholas/BlackHat-DC-2010-Percoco-Global-Security-Report-2010-slides.pdf

http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

Verizon: 85% ʢʘʨʪʦʯʥʳʝ ʜʘʥʥʳʝTrustwave: 98% ʢʘʨʪʦʯʥʳʝ ʜʘʥʥʳʝ
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Verizon: Trustwave:
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ʈʘʥʴʰʝ                                                         ʉʝʡʯʘʩ
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Application security is at the 

heart of the Payment Card 

Industry (PCI) security 

standards and requirements. 

In the last few years, data 

breaches have resulted in 

hundreds of millions of data 

records being 

compromised. In most of 

these cases, the firewalls 

worked, the encryption 

worked, the logging worked, 

but the application 

contained security holes 

which obviated much of the 

security. It's like barring the 

front doors to the bank and 

leaving a back window open.
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ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʧʨʷʤʳʝ ʧʦʪʝʨʠ ʬʠʥʘʥʩʦʚʳʭ

ʩʪʨʫʢʪʫʨ ʦʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʉʐɸ  

ʩʦʩʪʘʚʣʷʶʪ 7,5 ʤʣʨʜ.  ʜʦʣʣʘʨʦʚ ʚ ʛʦʜ.

ʈʘʚʥʦʩʠʣʴʥʦ ʩʪʦʠʤʦʩʪʠ 50 ʦʩʪʨʦʚʦʚ ʨʘʟʤʝʨʦʤ 100 ʘʢʨʦʚ!
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ɺ ɸʥʛʣʠʠ 

ʇʦ ʜʘʥʥʳʤ APACS ʥʘ 6 ʠʶʣʷ 2009 ʛ ʬʨʦʜ ʥʘʩʯʠʪʳʚʘʣ Ã328.4m(~500 ʤʣʥ$) . 

ʀʟ ʦʪʯʸʪʘ  ʢʦʤʧʘʥʠʠ 7Safe

http://www.7safe.com/breach_report/Breach_report_2010.pdf

ɺ ʈʦʩʩʠʠ

ʇʦ ʦʮʝʥʢʘʤ ʨʦʩʩʠʡʩʢʦʡ ɸʩʩʦʮʠʘʮʠʠ ʨʝʛʠʦʥʘʣʴʥʳʭ ʙʘʥʢʦʚ ʈʦʩʩʠʠ 

(ɸʈɹʈ), ʛʦʜʦʚʦʡ ʫʱʝʨʙ ʦʪ ʜʝʡʩʪʚʠʡ ʢʘʨʜʝʨʦʚ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʌ ʫʞʝ 

ʧʨʝʚʳʩʠʣ 30 ʤʣʥ $

http://www.itsec.ru/articles2/research/plastikovye-voiyny

http://www.7safe.com/breach_report/Breach_report_2010.pdf
http://www.itsec.ru/articles2/research/plastikovye-voiyny
http://www.itsec.ru/articles2/research/plastikovye-voiyny
http://www.itsec.ru/articles2/research/plastikovye-voiyny
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http://www.itsec.ru/articles2/research/plastikovye-voiyny

44% ʟʘ ʜʝʥʴ!

ʚ 10 ʨʘʟ ʟʘ ʥʝʜʝʣʶ!

http://www.itsec.ru/articles2/research/plastikovye-voiyny
http://www.itsec.ru/articles2/research/plastikovye-voiyny
http://www.itsec.ru/articles2/research/plastikovye-voiyny
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PABP (2005) PCI-DSS (2006)

PAïDSS (2008)
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1. ʊʨʝʙʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʘ PA-DSS ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷʥʘ ʢʦʤʤʝʨʯʝʩʢʠʝ ʧʨʠʣʦʞʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʧʨʦʮʝʩʩ ʘʚʪʦʨʠʟʘʮʠʠ ʠʣʠ settlement ʚ ʩʣʫʯʘʝ ʧʨʦʜʘʞʠ ʵʪʠʭ 

ʧʨʠʣʦʞʝʥʠʡ.

2. ʆʩʥʦʚʥʦʡ ʮʝʣʴʶ ʩʪʘʥʜʘʨʪʘ PA-DSS ʷʚʣʷʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝ:

1. ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ

2. ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʧʣʘʪʝʞʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ PCI DSS

3. ʇʣʘʪʸʞʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʜʦʣʞʥʳ ʧʦʤʦʛʘʪʴ ʠ ʥʝ ʧʨʝʧʷʪʩʪʚʦʚʘʪʴPCI DSS

ʩʦʦʪʚʝʪʩʪʚʠʶ

Å Track ʭʨʘʥʠʪʩʷ ʧʦʩʣʝ ʘʚʪʦʨʠʟʘʮʠʠ

Å ʇʨʠʣʦʞʝʥʠʝ ʪʨʝʙʫʝʪ ʦʪʢʣʶʯʝʥʠʷ ʪʝʭ ʠʣʠ ʠʥʳʭ ʟʘʱʠʪʥʳʭ ʤʝʭʘʥʠʟʤʦʚ, ʪʨʝʙʫʝʤʳʭ ʜʣʷ PCI DSS (ʢ ʧʨʠʤʝʨʫ, ʘʥʪʠʚʠʨʫʩʳ ʠ 

ʬʘʡʝʨʚʦʣʳ)

Å ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʠʩʧʦʣʴʟʫʝʪ ʥʝʙʝʟʦʧʘʩʥʳʡ ʤʝʪʦʜ ʫʜʘʣʸʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʧʨʠʣʦʞʝʥʠʶ ʜʣʷ ʧʦʜʜʝʨʞʢʠ 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʣʘʪʸʞʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʩʪʘʥʜʘʨʪ PA-DSS
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1. ʊʨʝʙʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʘ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʦʜʘʚʘʝʤʳʝ ʥʘ ʨʳʥʢʝ

ʥʝʦʛʨʘʥʠʯʝʥʥʦʤʫ ʢʨʫʛʫ ʧʦʢʫʧʘʪʝʣʝʡ

2. ʊʨʝʙʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʘ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʧʨʠʣʦʞʝʥʠʷ, ʩʦʩʪʦʷʱʠʝ ʠʟ ʥʝʩʢʦʣʴʢʠʭ 

ʤʦʜʫʣʝʡ.

Å ʉʪʘʥʜʘʨʪ ʦʭʚʘʪʳʚʘʝʪ ʪʦʣʴʢʦ ʪʦʪʤʦʜʫʣʴ,ʢʦʪʦʨʳʡ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚʳʧʦʣʥʷʝʪ 

ʧʣʘʪʸʞʥʳʝ ʬʫʥʢʮʠʠ, ʝʩʣʠ ʝʛʦ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʠ ʵʪʦ ʧʦʜʪʚʝʨʞʜʝʥʦ PA-QSA

Å ɽʩʣʠ ʜʨʫʛʠʝ ʤʦʜʫʣʠ ʫʯʘʩʪʚʫʶʪ ʚ ʧʣʘʪʸʞʥʳʭ ʬʫʥʢʮʠʷʭ - ʦʥʠ ʪʘʢʞʝ ʧʦʧʘʜʘʶʪ ʧʦʜ 

ʪʨʝʙʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʘ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʣʘʪʸʞʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʩʪʘʥʜʘʨʪ PA-DSS
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1. ʊʨʝʙʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʘ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷʥʘ ʧʨʠʣʦʞʝʥʠʷ ʩʦʙʩʪʚʝʥʥʦʡ 

ʨʘʟʨʘʙʦʪʢʠ ʠ ʧʨʠʣʦʞʝʥʠʷ, ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʥʘ ʟʘʢʘʟ ʜʣʷ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʢʣʠʝʥʪʘ

2. ʂ ʧʣʘʪʸʞʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʧʨʦʚʝʨʷʝʤʳʤ ʧʦ PA DSS,ʥʝ ʦʪʥʦʩʷʪʩʷʆʧʝʨʘʮʠʦʥʥʳʝ 

ʩʠʩʪʝʤʳ, ʉʋɹɼ, Back-Office ʩʠʩʪʝʤʳ, ʭʨʘʥʷʱʠʝ ʢʘʨʪʦʯʥʳʝ ʜʘʥʥʳʝ

ɹʝʟʦʧʘʩʥʦʩʪʴ ʧʣʘʪʸʞʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʩʪʘʥʜʘʨʪ PA-DSS
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

14 ʪʨʝʙʦʚʘʥʠʡ,  3 ʦʙʣʘʩʪʠ:

Å ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʷ

Å ʧʨʦʮʝʜʫʨʳ ʨʘʟʨʘʙʦʪʢʠ

Å ʥʘʣʠʯʠʝ ʠ ʧʦʣʥʦʪʘ  ñImplementation Guideò

Implementation Guide ςͪ ͍͍ͯͦͦ͒ͫͭͦ͟ ͨͦ ͔͋ͦͨ͊ͫͤͦͣͯ͘ ͍͔͔͙ͤ͒ͪͤΌ ͙͔͙ͨͪͦ͗ͤ͡Ύ
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

Å ʊʘʢʠʭ ʪʨʝʙʦʚʘʥʠʡ ʙʦʣʴʰʠʥʩʪʚʦ

Å ʆʧʠʩʳʚʘʶʪ ʚʩʝ ʘʩʧʝʢʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʝ ʢʘʢ:

Å ʇʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ (OWASP)

Å ʇʨʦʚʝʨʢʘ  ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ Forensic tools ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʭʨʘʥʝʥʠʷ ʢʨʠʪʠʯʥʳʭ 

ʘʚʪʦʨʠʟʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ 

Å ʐʠʬʨʦʚʘʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʢʣʶʯʘʤʠ

Å ɹʝʟʦʧʘʩʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ

Å ʅʘʣʠʯʠʝ ʩʨʝʜʩʪʚ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ PCI DSS
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

Åʇʝʥʪʝʩʪ ïʅɽ ʩʢʘʥʠʨʦʚʘʥʠʝ

Åɸʥʘʣʠʟ ʟʘʱʠʱʸʥʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ - ʅɽ ʪʦʣʴʢʦ 

ʟʘʧʫʩʢ ʩʪʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ ʠ ʬʘʟʟʠʥʛ

Åʉʫʱʝʩʪʚʫʝʪ ʦʛʨʦʤʥʳʡ ʧʣʘʩʪ ʣʦʛʠʯʝʩʢʠʭ ʦʰʠʙʦʢ
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ʇʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ

10

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

Trustwave: ʃʦʛʠʯʝʩʢʠʝ ʦʰʠʙʢʠ 2 ʤʝʩʪʦ

http://www.cenzic.com/downloads/Cenzic_AppSecTrends_Q1-Q2-2009.pd

http://www.blackhat.com/presentations/bh-dc-10/Percoco_Nicholas/BlackHat-DC-2010-Percoco-Global-Security-Report-2010-slides.pdf

f

Censic: ʇʨʠʚʠʣʝʛʠʠ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ 2 ʤʝʩʪʦ (22%)
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

Åɽʩʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʭʨʘʥʠʪ PAN ʚ ʉʋɹɼ. 

Åʉʦʛʣʘʩʥʦ ʪʨʝʙʦʚʘʥʠʶ 3.3 - ʚ ʦʜʥʦʡ ʠʟ ʪʘʙʣʠʮ ʥʘʭʦʜʷʪʩʷ 

ʤʘʩʢʠʨʦʚʘʥʥʳʝ PAN (ʪʦʣʴʢʦ ʧʝʨʚʳʝ 6 ʠ ʧʦʩʣʝʜʥʠʝ 4 

ʩʠʤʚʦʣʘ).

Åʉʣʝʜʫʷ ʪʨʝʙʦʚʘʥʠʶ 3.3 ʚ ʜʨʫʛʦʡ ʪʘʙʣʠʮʝ PAN ʭʨʘʥʠʪʩʷ ʚ 

ʚʠʜʝ ʭʝʰ ïʟʥʘʯʝʥʠʷ(ʠʩʧʦʣʴʟʫʝʪʩʷ sha1).

ɹʝʟʦʧʘʩʥʦ ʠʣʠ ʥʝʪ?

http://superconductor.voltage.com/2010/11/its-possible-to-comply-with-the-pci-dss-yet-provide-essentially-

no-protection-to-credit-card-numbers-heres-why--secti.html
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

ʆʧʠʩʳʚʘʶʪ ʘʩʧʝʢʪʳ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ, ʪʘʢʠʝ ʢʘʢ:

Å ʈʘʟʨʘʙʦʪʢʘ ʧʨʠʣʦʞʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ

Å ʈʘʟʨʘʙʦʪʢʘweb-ʧʨʠʣʦʞʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ

(OWASP)

Å ʅʘʣʠʯʠʝ ʧʨʦʮʝʜʫʨ ʢʦʥʪʨʦʣʷ ʠʟʤʝʥʝʥʠʡ

Å ʈʘʟʜʝʣʝʥʠʝ ʦʙʷʟʘʥʥʦʩʪʝʡ ʨʘʟʨʘʙʦʪʢʠ ʠ ʪʝʩʪʠʨʦʚʘʥʠʷ

Å ʇʨʦʮʝʜʫʨʳ ʚʳʷʚʣʝʥʠʷ ʥʦʚʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʧʦʜʧʠʩʢʘ ʥʘ ʨʘʩʩʳʣʢʠ

Å ʇʨʦʮʝʜʫʨʳ ʙʝʟʦʧʘʩʥʦʡ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʡ



ϭ 2002τ2010, Digital Security

ʊʨʝʙʦʚʘʥʠʷ, ʧʨʦʚʝʨʷʶʱʠʝ ʥʘʣʠʯʠʝ ʠ ʧʦʣʥʦʪʫ ñImplementation Guideò

24

ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

ʆʧʠʩʳʚʘʶʪ ʘʩʧʝʢʪʳ ʙʝʟʦʧʘʩʥʦʡ ʫʩʪʘʥʦʚʢʠ ʠ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʪʨʝʙʦʚʘʥʠʷʤʠ PCI DSS 

Å ʆʧʠʩʘʥʠʝ ʙʝʟʦʧʘʩʥʦʛʦ ʚʥʝʜʨʝʥʠʷ ʚ ʩʣʫʯʘʝ ʥʘʣʠʯʠʷ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʪʝʡ

Å ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʫʜʘʣʝʥʠʶ ʜʘʥʥʳʭ ʧʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʭʨʘʥʝʥʠʷ

Å ʀʥʩʪʨʫʢʮʠʠ ʦ ʟʘʧʨʝʪʝ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʦ ʧʣʘʪʸʞʥʳʭ ʢʘʨʪʘʭ ʚ ʩʠʩʪʝʤʘʭ 

ʜʦʩʪʫʧʥʳʭ ʠʟ ʀʥʪʝʨʥʝʪ

Å ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ

Å ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʰʠʬʨʦʚʘʥʠʷ ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʧʦ ʦʪʢʨʳʪʳʤ 

ʩʝʪʷʤ
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

Å ʈʘʙʦʪʘ ʥʘ ʩʪʦʨʦʥʝ ʟʘʢʘʟʯʠʢʘ ʉʠʣʴʥʦ ʟʘʚʠʩʠʪ ʦʪ ʛʦʪʦʚʥʦʩʪʠ ʢʣʠʝʥʪʘ

Å ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʞʝʣʘʝʪ ʧʨʦʡʪʠ ʩʝʨʪʠʬʠʢʘʮʠʶ

Å ɺʳʙʠʨʘʝʪ PA-QSA

Å PA-QSA ʧʨʦʚʦʜʠʪ ʘʥʘʣʠʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ

Å ʈʘʙʦʪʘ ʥʘ ʩʪʦʨʦʥʝ PCI SSC (1-3 ʤʝʩʷʮʘ) ɿʘʚʠʩʠʪ ʦʪ ñʧʨʘʚʠʣʴʥʦʩʪʠòʦʪʯʸʪʘ

Å PA-QSA ʦʪʧʨʘʚʣʷʝʪ ʦʪʯʸʪ ʚ PCI SSC

Å PCI SSC ʦʪʧʨʘʚʣʷʝʪ ʧʦʜʪʚʝʨʞʜʝʥʠʝ

Å ʇʨʠʣʦʞʝʥʠʝ ʧʦʷʚʣʷʝʪʩʷ ʥʘ ʩʘʡʪʝ
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ʃʠʩʪʠʥʛ
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ˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ ͖ͨ͊ͭ͗ͤ͡·ͻ ͙͔͙͚ͨͪͦ͗ͤ͡Σ ͫͭ͊ͤ͒͊ͪͭ t!-DSS

ʉʝʡʯʘʩ ~700 ʧʨʠʣʦʞʝʥʠʡ. ɼʦ PA-DSS ʙʳʣʦ ~200 ʧʨʠʣʦʞʝʥʠʡ ʧʦ PABP


